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Site:
Reddit
Site homepage link:
https://www.reddit.com
Site description:
Reddit is an online web application where users can create discussions and can react to them and other posts or comments. Users can also make votes on posts submitted by fellow users. Reddit uses “Karma points” to track spams and to monitor the site. Karma points are awarded to users based on comments and votes from other users. Users who post spams in the site get down votes from other users, therefore prompting the site to reduce a user’s ability to post. Reddit connects people with common interests through “sub-reddits”, which are arranged in topics. Sub-reddits are like communities. Reddit is more of a discussion platform rather than a place to socialize with your fan base.
 Apart from users submitting their content, reddit can be used for other functions. Reddit can be used by companies or organizations for customer support. Companies can create their own communities to support their own customers. It has been used by popular companies like Microsoft for their franchise the XBOX. Reddit can be used to build a network, like when building a business, or to connect people with same interests. Reddit has produced many success stories from this feature. Reddit can be used to give news updates and consequently people can see them. Users can create calendar events in their profile, it is popular with more established companies or popular users. Reddit can also be used to conduct interviews, as the popular TV series “breaking bad” once did, to connect with their fans and they consequently have built a community (Beck, 2012). 
Ideal Reddit Visitor:
· Age: 18 to 29 years
· Relationship status: Mostly single
· Geographic location: United States of America
· Employment status: Employed
· Type of employment: 
· Income range: $30,000 - $75,000
· Hobbies: Internet browsing
· Shopping habits: High
· Surfing habits: Low
· Gender: 69% males, 31 % females
· Average time: 15 minutes
· Operating system: Windows
· Religion: Christianity





Vulnerabilities
[bookmark: _GoBack]I conducted a vulnerability assessment on the online website by observation and I came up with the following vulnerabilities. One is SQL injection. SQL injection is used by an attacker to retrieve data from a websites database as they alter the SQL commands that run in the backend. The attacker can input a line of query and the database server can be manipulated into returning user data to the attacker via the interpreter. The query can also be used by the attacker to view the database of the website in the backend (Stiawan, Idris, Abdullah, Aljaber, & Budiarto, 2017). 
Vulnerable parts of the websites are the text fields and the database links. The implications of the SQL injection vulnerability are as follows. Queries or commands can be inserted into the input fields which may be used maliciously. An attacker can view sensitive user data and can use it against the users. An attacker can gain access to the database and modify its contents. When an attacker gains access to the database they can presume administrator privileges and use it to their advantage. 
Another vulnerability that I spotted is cross site scripting. Cross site scripting is normally also referred to as XSS. Mostly such a vulnerability targets the user script rather than the server script. When an attacker executes an XSS attack, they can execute fake scripts on a user’s browser, and normally browsers fail to identify such scripts. Therefore, an attacker can gain access to cookies or create redirect links which lead users to dangerous and unsecured sites. Users may therefore be exposed to malware. The vulnerable parts of the website includes the input text fields and the redirect links. 


Another vulnerability that I identified is session management. Since the above website uses sessions for its users every time they log in, the website may be vulnerable to cookies attack. Since a website like the one above uses cookies to support sessions, cookies might be attacked when a user ends their session. To curb the above, all cookies of previous sessions should expire as soon as sessions end. When cookies remain in a user’s device, or the system itself, attackers can use it to gain confidential user data. Such attacks are popular for users who use public devices like computers in cyber cafes. An attacker can use the device after the user is done and may compromise the cookies. It mostly happens when a user fails to log off and rather just closes the internet browser they were using. 
To curb the above vulnerability, administrators should conduct regular checks to improve authentication. They should also come up with an efficient way to manage sessions. While doing the above the sessions and cookies should be structured in a manner that they would not compromise the security of user data such as passwords. The vulnerable parts of the above case are the session IDs and cookies. The implications of the above case are as follows. When an attacker gains access to active sessions, they can proceed to hack other sensitive information of the website. Cookies of active sessions can be intercepted, and since they might have sensitive information, it can be used against the users themselves or the application administrators. I would recommend that session management should always follow legal universal standards. Cross site scripting flaws should be checked as attackers use it to hijack active sessions.



Another possible vulnerability that I noticed is the cross site request forgery. It is normally a fake request to the original site from another site. The request from the malicious site targets the browser which the user is using. The browser is then forced to execute a fake request on the original site which the user is logged into. Through the above, the attacker can gain access into the user’s active session. The attacker can then steal the user’s information or rather change the information, locking the user out of their own account. The implication of the above vulnerability is that the user’s details and account are at risk. Vulnerable parts of the website include the profile of the user, general account information and the payment system.
Threats and attacks
Since reddit has many social networking functionalities, users face many threats. One of them is click-jacking. It tricks users to click on fake links or images. Users fall into the trap unknowingly. It is because click jacking is designed in two layers and may be placed on like buttons above the original one. It may also be placed in form of images or videos on the original website. Click jacking is dangerous as it can expose a user to malware. Fake giveaways has become common in social media for scammers to gain likes or even traffic. Giveaways may be in form ads or links in posts. Such giveaways may have attractive tags and attract a lot of interest and traffic from users. Fake ones may lead users being scammed or they end up installing malware in their own devices.




Another threat is fake news. It is presented to users as links in ads or posts which lead to malicious websites and users are consequently exposed to malware or ransom ware. Such news are mostly unbelievable and it makes users so curious that they end up opening the links. Such scams may be aimed at getting likes or traffic to such websites but sometimes they are actual attacks to users. Such attacks normally leaves the user’s data vulnerable such as their financial and personal details. Affiliate scams have also become a common threat to users on social sites. Scammers tend to always come up with new ways to trick users so that they can make money. Scammers are paid to direct traffic to some sites and they are paid depending on how much traffic they create. Most of the affiliate scams require users to surrender their personal details, which leaves them at risk to cyber-attacks.  
In recent times, social media applications have witnessed influx of fake followers. Any user can purchase followers at a price but it can always lead to phishing attacks. Phishing is the situation where users are tricked into submitting personal data. Users think that they are dealing with credible individuals but they end up being scammed or hacked. Phishing is most common in emails and message texts but it is now seen in social media applications. Cat fishing is also another threat. Cat fishing is when malicious users create accounts specifically to scam other users on the site. Such users are normally very persuasive and many users fall into their traps. Such accounts can also be bots created for the same purpose of scamming users.
Another threat is identity theft. Many users across the internet are affected by the above threat. It is largely due to lack of awareness by users on how to handle their own data and how much to disclose online. Users fall into traps of fake ads and fraudulent users. Users end up submitting most of their confidential data which is used against them. Fraudsters use the data collected to hack their passwords and even duplicate their identities. Cyberbullying has also become a common occurrence in social platforms. However reddit has managed to reduce it by the introduction of karma points. Users can down vote a user who posts spam messages. They are then limited by reddit from posting regularly.
 Consequences of attacks
Cyber-attacks are normally damaging and interrupt normal operations of an online application. It can be damaging financially and may bring about legal suits. It also damages reputation of a company. Financially, cyber-attacks lead to leakage of company information and valuable user data. Such attacks can lead to a massive breach of financial details either of the company and the users too. As financial details leak it is inevitable that attackers will try to steal money and they may be successful. It may also lead to slower or no transactions at all during the time of attack. Therefore business is affected. A company can lose other exclusive business deals when such attacks are experienced. After a cyber-attack a company has to cover for costs and damages therefore they incur losses (Valuch, Gábriš & Hamuľák, 2017).
Cyber-attacks are damaging to reputation which is crucial to attract and maintain clients. Clients may end up losing trust in the company. It consequently leads to customer loss, low sales or total loss and low profits or losses in general. A company can lose trust of investors or designated partners.




Recommendation
In order to prevent cyber-attacks, I would recommend the following. One is frequently updating the online application to improve parts like the plugins and databases. It keeps attackers on their toes as they need to change their tactics every time to keep up. Updating makes it hard for them and it is important to use newer technologies which are more secure. It may be a daunting task but it is worth it both in the short term and the long term. A backup of the online application should be kept every time and should be also updated. When the online application is attacked, the system administrators can return the application to its normal state as the attack is sorted out. It is important as attackers can hold data as ransom ware, and when there is a backup, attackers only hold less on the owners of the website.
Plugins should be used sparingly and wisely. Plugins sometimes are targeted by attackers. Poorly maintained or less updated plugins are often targeted by attackers to gain access to the online application. Although plugins are revolutionary and give the online application more aesthetic value and great features, they can bring breaches. Choosing a reliable host is important when setting up an online application. With the right host, scammers and attackers can be easily be tracked and blocked before they can cause further damage. A dedicated server would be most suitable to maintain stability of the application. Cyber-attacks are normal and should not bring panic, but should be dealt with procedurally.
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